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Executive Summary 

This document is a deliverable of the iPRODUCE project, funded by the European Commission’s 

Directorate-General for Research and Innovation (DG RTD), under its Horizon 2020 Research and 

innovation programme (H2020). The document reports the results of the activities carried out by M18 

within the context of WP7 (iPRODUCE Sharing Economy Business Models and Execution Tools ), 

particularly in the Task 7.3 “IPR & Transaction Management Strategies & Automation”.  

The objectives of the WP7 are: 

 To devise novel business models and IPR management strategies and tools to simplify and 

automate multi-stakeholder interactions. (Business models for shorter time-to-market product 

engineering. Build trust through smart contracts) 

The work performed by M18, introduces a functional prototype of the iPRODUCE, IPR Authoring Tool. 

Within the components of the IPR Authoring Tool, a local Blockchain framework accompanied by a 

comprehensive and intuitive user interface has been developed, facilitating the reinforcement of the 

Design Thinking processes of product co-creation. 

Initially, in order to define and justify the component’s architectural and functional specifications, 

extensive research about existing Blockchain technologies, frameworks and verifications tools related 

to the Ricardian Contracts has been carried out. The benefits of the Ricardian Contracts emerged as 

results. 

Additionally, the steps of the IPR management strategies and the Ricardian Contract template 

functionalities are presented in chapter 2. The interconnection of the IPR Authoring Tool with the rest 

of the OpIS platform components such as the Marketplace and the OpIS Data Repository as well as 

the business scenario analysis are introduced in chapter 3. 

Finally in this first version deliverable, the main focus is to create a Blockchain based smart contract 

platform and a graphical interface that empowers users to create simple NDA contracts for a team 

product. Moreover, the connection with the OpIS platform and the OpIS data repository components 

has been established.  

In the deliverable D7.5, which is going to be the updated version of D7.4, additions such as the 

complete integration with the OpIS platform components, including the Matchmaking and the 

Marketplace, will be implemented. A detailed description of the updated IPR Authoring Tool integration 

process will also be provided along with its extensive functional capabilities covering all essential 

operational needs. 
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1. Introduction 

Intellectual Property (IP) functions as a comprehensive representation of the intangible assets owned 

by a company and legally protected from authorized use and conversion by third parties. The basis of 

this term, referring to the non-physical assets an organization holds, is resolved around the fact that 

products which are the results of human effort and intellect should be properly protected by laws and 

legislations equivalent to their physical property counterparts. Thus, most of the developed economies 

of the world have issued legal measures in place to safeguard both forms of property. All the above 

measures, provide economic incentives to people as they allow them to profit from the knowledge and 

exploitation, they create through them. 

The non-physical existence of intellectual property presents difficulties when compared with traditional 

property which has physical forms. Specifically, unlike physical goods, the indivisible nature of 

intellectual assets means that there is an unlimited capacity for copying and redistributing and idea, 

patent or trade secret. This creates the need for finding the golden mean between the giving the 

incentives for the creation of intellectual assets while also being protective enough to not prevent the 

sharing and advancement of them. All the above lead to the necessity of Intellectual Property Rights 

Management (IPRM). 

Intellectual Property Management covers the decisions and strategies which are deployed to protect 

and preserve the integrity of the intellectual property rights of an organization while also helping the 

maximization of profits from the commercialization benefits.  

For this reason, CERTH as part of the iPRODUCE initiative aims to provide an intellectual property 

management system through Smart Contracts using modern technologies such as Blockchain and 

visual web tools for the authoring and deployment of them. 

1.1. Scope of the Deliverable 

The scope of this deliverable is to provide an overview of the Intellectual Property Rights authoring 

tool and Transaction Management Strategies for iPRODCUE’s social manufacturing platform. 

Specifically, the first version of the designed and developed tool as well as its architectural and 

technical implementations will be overviewed.  

Moreover, Blockchain technology and its role in all stages of an Intellec tual Property Rights 

management system along with its technical description and the way they facilitate the proof-of-

authenticity of the aforementioned rights will be also thoroughly presented. Furthermore, the 

importance of the Smart and Ricardian Contracts as well as the methods the visual tool employs to 

encode and compile the Contract compatible high-level language into machine language will be also 

outlined.  

Finally, this deliverable aims to cover the technical details of the alpha version of an intui tive User 

Interface (UI) for contract template creation aimed at non-experienced users, along with the underline 

server-client backend technologies deployed for the purposes of the project.  

 

1.2. Structure of the Deliverable 

In this deliverable the main objectives and relevant technologies that the Intellectual Property Rights 

authoring tool employs to encounter the use cases defined by the iPRODUCE platform are described 

in detail. In addition, a thorough outline of the design of the components and their underline 

architecture is also provided.  
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All systems developed for the aims of the deliverable are thoroughly described in the following 

chapters: 

 IPR Management Strategies: Description of the intellectual property management and 

transaction strategies, Contract Templates and Non-Disclosure agreements employed, that 

comprise the whole of the operations and the dynamics of the MMCs teams in a collaborative 

production platform. 

 

 Internal & External Architecture: Detailed overview of the IPR Tool’s architecture and 

technical decisions that governed the design and implementation process of the current 

version of the tool presented in this deliverable. 

 

 Blockchain Technology: A comprehensive investigation of the role Blockchain technologies 

play with Smart Contracts, their underline specifics and the leading tools and platforms used in 

the various processes involved such as the Ethereum and EOS platforms as well as the role 

Ricardian Contracts play. 

 

 IPR Authoring Tool Implementation: Detailed description of the design, development and 

technical details that were necessary for the construction of the iPRODUCE IPR Authoring 

Tool visual authoring tool responsible for managing everything related to Rircardian Contracts 

through an intuitive User Interface. 

 

 Next Steps: Overview of future corrections and additions that will move the IPR Authoring 

Tool towards the end goal of the iPRODUCE project that will be presented in the next and final 

iteration of the deliverable – D7.5 on M36. 

 

 Conclusions: Review of the results which came from the initial design and implementation 

phase of the IPR Authoring Tool’s first version.  

 

1.3. Relation with other Tasks and Deliverables 

This deliverable reports the first version (v1) of the IPR Authoring tool & Transaction Management 

Strategies for iPRODUCE Social Manufacturing Missions. At M36 is expected to be delivered the 

second and final version (v2) of the material contained in this document, as well as corrections and 

improvements, which will be specified in Deliverable 7.5. 

Related Task and Deliverables from the rest of the iPRODUCE Toolchain include the following: 

 The basis of the iPRODUCE platform social manufacturing architecture is described in WP4-

T4.1 – D4.1, which dictated the overall design decisions in Internal and external Architecture 

 The KPIs and Use Case definition of the iPRODUCE initiative is defined in T2.4 that the IPR 

Authoring tool Implementation section aims to cover 

 An outline of the issues regarding current IPR management techniques and issues is provided 

in the processes of T2.5. The IPR Management strategies chapter offers the solution of 

Ricardian Contracts to combat said issues. 
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 In WP3, the first concepts of the OpIS platform, training toolkit and local CMDFs are examined 

which affect the incorporation of the solutions offered in the IPR Management strategies and 

IPR Authoring tool Implementation sections 

 D7.1 describes the commonly used tools and technologies as well as the upcoming relevant 

ones, regarding the makerspace contexts, serving as the initial state of the art for this report. 



 

 4 | 52 

 
 

2. IPR Management strategies 

2.1. Introduction 

iPRODUCE identifies a set of IPR and transaction management mechanisms inside the OpIS platform 

that can be used to facilitate the formation and operation of ad hoc multi-sided teams, that take on 

collaborative manufacturing jobs under accountability. For the ‘seamless’ implementation of such 

strategies the project will use Ricardian contracts. 

The legal advantages of a Ricardian contract arise from the use of mark-up language embedded in a 

mostly legal prose document, resulting in reduced transaction costs, faster dispute resolution, better 

contract enforcement and increased transparency. 

The benefits of a Ricardian contract from a data processing perspective come from the software 

design plan that digitizes documents and lets them participate in financial transactions, such as 

payments, without losing the richness of the contract tradition. One important thing that should be 

mentioned is that publishing the content and referencing it through the unique cryptographic message 

nullifies frauds based on multiple presentations. 

2.2. Template functionalities 

During the iPRODUCE project, the implementation of an IPR Authoring Tool will be compassed. IPR 

Authoring Tool is a visual authoring tool to determine a set of simple, yet relevant, ruse that are 

involved in the context of Design Thinking process stages for product co-creation. Its operational 

sequent steps include: 

 

Figure 2-1: Operational Sequent Steps of IPR Authoring Tool. 
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As the above figure indicates, the first step is that the user will create a list of entities that will get 

together to form a consortium of partners interested in co-creating a product or service. As a second 

step, the user will divide the co-creation process for the product/service into discrete weighted 

business processes, each with a set of objectives. Subsequently, the user will set a few fundamental 

governance policies, such as a minimum number of consortium partners required to accept an entity’s 

contribution to the achievement of a specific objective/business flow. Furthermore, the user will 

provide a platform for entities to propose, document, and communicate their approaches to achieving 

specific goals/business objectives. Finally, once all business flows have been completed successfully, 

the entities will be automatically accredited based on the weight of the contribution to the objective 

business flow. All the above steps constitute the necessary requirements in a high-level overview. In 

the following sections the internal architecture is presented as well as the interconnection of the IPR 

Authoring Tool with the other components of the OpIS platform is introduced. 

2.3. Business Scenarios Analysis 

As the deliverable D2.5 “Definition of iPRODUCE demonstration” indicates, six cMDFs represent the 

consumer goods from different industrial sectors (furniture, automotive, microelectronics, medical and 

electronics) and define sixteen business scenarios describing the application areas of the OpIS 

platform. These business scenarios essentially analyse the functionalities which the OpIS platform 

offers by providing a comprehensive description on how the user will interact with the platform and the 

other stakeholders in order to improve the co-creation process under of the protection of a cMDF 

ecosystem. A business scenario is a complete description of a business problem, both in business 

and in architectural terms, which enables individual requirements to be viewed in relation to one 

another in the context of the overall problem. From the OpIS platform perspective, all the 

functionalities of the co-creation ecosystem are provided inside the long description of each use case 

of the D2.5.  

All the users who are involved in the co-creation process of a new product or idea, they are called to 

cover and protect their product/idea. Inside the OpIS platform, it is going to be developed a tool which 

will protect the legal rights of everyone involved. As the technology is  improved, the need to find an 

efficient, secure and fast way to protect the idea of a product becomes imperative.  One of the most 

important roles of the social manufacturing missions consists the protection of the intellectual rights of 

the stakeholders during all the co-creation process (from the initial idea to the prototyping of the 

product). The IPR Authoring Tool using Ricardian Contracts is coming to support IPR during various 

phases of the co-creation process of a product by providing a legal document in a digitized form. It is 

important this document will be human-readable and machine-readable as well, so that both machines 

and people will be able to read and edit this. So, a Ricardian Contract was created as a means of 

associating a legally binding and digitally connected document with a specific object or value. A 

Ricardian Contract converts all information from a legal document into a computer readable format. In 

this sense, it serves as both a legal agreement and a mechanism for securely integrat ing the 

agreement into a digital infrastructure, while also providing a high level of security due to cryptographic 

identification. 

The following Greek UC example may help to better appreciate the significance of the IPR Authoring 

Tool. 

Greek cMDF mission is to bridge the gap between SME’s and Makerspaces. Aidplex – CERTH, with 

expertise in medical and 3D printing sector, is going to help any company or customer to achieve 

better treatment experience. The orthopaedic back brace solution is designed by Aidplex with the aim 
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of higher comfort levels and retrofitting the resulted design with IoT sensors, for scoliosis, hyphosis, or 

similar spinal deformities. The overarching goal is to finetune the design of a back brace by examining 

aspects like weight distribution, modularity, size adaptability and overall comfort, whilst IoT sensors 

will help patients self-assess and adapt their back braces leading to higher degrees of adherence and 

outcome. In this scenario as well as in all the scenarios which regards the social manufacturing, the 

need of IPR protection constitutes an important point in the co-creation missions. For co-creation 

works, the author or creator of the work is the first owner and it is important to protect his/her rights. 

Inside of this UC, there are 3 involved users (User 1 – Aidpex as designer/manufacturer, User 2 – 

consumer as patient, User 3 – CERTH as manufacturer). All the users have the need to protect their 

rights from eavesdropping and copying. Using this iPRODUCE social manufacturing platform is 

offered the IPR Authoring Tool  which comes to protect all the rights of the co-creation and production 

process by providing a legal binding agreement which will include the following: (1) who is the product, 

(2) who are the involved manufacturers, and (3) between who the product has been created. It is 

important to be mentioned some essential parts of this agreement which are:  

 Parties: How many parties are involved? Who are the parties making this agreement? Who 

are their representatives? 

 An element in Time: What is the validity of the Contract? Is it applicable for a limited period of 

time or forever? What does it define in terms of time? For example, a deal needs to be 

reached withing three months, or the Contract gets null and void.  

 Adding Exceptions for Different Possibilities: For example, what happens when one of the 

parties dies or what happens when an involved company go bankrupt? Or similar exceptions.  

 Conditions: Any condition can be claused. 

Covering all these parts inside of the agreement, all the users could feel legally guaranteed. 

Furthermore, one more crucial point of the IPR Authoring Tool is how much security this provides. 

Each document in the Contract has unique identification by its hash as result Ricardian Contracts are 

very secure as they use a cryptographic signature. This also offers protection from a commonly used 

tactic in legal agreements called frog boiling. Under traditional legal agreements, an issuer with the 

upper hand keeps changing the terms in the agreement during the execution. This is not possible with 

this IPR Authoring Tool.  

By using the IPR Authoring Tool from the starting point of the co-creation and production process, all 

the involved users (patients, designers, manufacturers) feel the sense of the security from the legal 

perspective. As they are legally secured for the starting to the end (prototyping) stage, they can move 

forward to the co-creation and prototyping process without any constraint.  

In the above scenario, the new technology which is offered is that the doctor and the patient can be 

informed when the right time for a new brace has come, due to child’s growth, achieving the best 

possible fit of the medical device using an IoT system. This IoT system constitutes the new technology 

which do this product unique and innovative. If this product will be co-created using this social 

manufacturing platform which the iPRODUCE offers, all the involved parties will be legally protected in 

all the co-creation and prototyping stages. For example, CERTH as 3D manufacturer has an important 

role during the co-creation and prototyping process as it is responsible to print the 3D printed parts of 

the back brace solution using its expert premises. In case, CERTH and Aidplex which are the most 

crucial parties, because they should exchange knowledge (for example 3D CAD models of the back 

brace), are not legally secured, they will not be able to trust one each other as result , their cooperation 

becomes uncomfortable and difficult. 



 

 7 | 52 

 
 

So, the IPR Authoring Tool constitutes a necessary component of the co-creation process as this save 

effort, costs and time by providing machine-readable legal contracts which are not open to any 

interpretation, which is the main drawback of human-readable legal contracts. 
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3. Internal and external Architecture 

In this section, the internal and the external architecture will be introduced. The “internal” architect ure 

deals with the sub components related to the overview of the system. The “external” architecture 

concerns the interconnection of the system with the other components of an IoT system, such as the 

social manufacturing platform. 

3.1. Internal Architecture 

The sub components of the IPR Authoring Tool are depicted in the Table 1: 

 

Table 3-1: Subcomponents - Ricardian Toolkit 

Main Component Sub - components 

IPR Authoring Tool - Ricardian Toolk it Human readable IP rules manager 

Machine readable contract manager 

Decentralised IP rules manager 

In the following Figure 3-1 the interconnection between the sub components of the IPR Authoring Tool 

- Ricardian Toolkit is illustrated: 

 

Figure 3-1: Component diagram of the IPR Authoring Tool. 

The following Table 3-2 describes the component diagram of the IPR Authoring Toolkit: 

Table 3-2: Subcomponent description. 

Sub-components Description 

Human Readable 

IP Rules Manager 

The ‘Human Readable IP Rules Manager’ which will enable the Users to 

compile the human readable Ricardian contracts by adding input to a 

dedicated User Interface 

Machine-Readable 

Contract Manager 

The Machine-Readable Contract Manager that will translate the human 

readable Ricardian contracts into machine executable code 

Decentralised IP 

Rules Manager’ 

The ‘Decentralised IP Rules Manager’ which will instantiate the Ricardian 

contracts deployed to the Blockchain network (using blockchain/DLT) and will 

submit transactions that will call the functions of these Smart Contracts using 

the User input added to the first component as parameter values for the calls.  

 

On figure 3-2 is shown the IPR Authoring Tool service sequence diagram. 
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Figure 3-2: IPR Authoring Tool - Ricardian Toolkit service sequence diagram . 

3.2. External Architecture 

According to the D4.1 “OpIS Architecture and Design for Social Manufacturing”, the interconnection of 

the IPR Authoring Tool with the other main components of the OpIS platform is illustrated in the figure 

below: 

 

Figure 3-3: External architecture - Interconnection between the main components of the OpIS 
platform.

1
 

                                                 
1
 D4.1 OpIS Architecture and Design for Social Manufacturing 
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As the figure indicates, the main component of the iPRODUCE OpIS platform is the OpIS Data 

Repository, which connect all the other components under the umbrella of a REST API backend. 

Specifically, this constitutes the connector plugin which interconnect all the components of the OpIS 

platform by providing a data exchanging method. The Marketplace is responsible for the navigation of 

the user inside the OpIS platform and provide accessibility to the products, activities and users’ data. 

Through the Matchmaking and Agile Network Creation Tools, user is able to search for the suitable 

partners. These tools aim at fostering the creation of collaborative networks and empowering them to 

jointly address specific business opportunities. Regarding the AR/VR Toolkit, this is a real time social 

manufacturing space for co-creation process under Augmented and Virtual environments. Similarly, 

the Generative Design Platform is a digital toolkit which is used so that user will participate to the co-

creation process. Using a mobile application which is developing to obtain Voice of Customer 

feedback, users can actively solicit input (such as surveys) about new ideas. Additional, iPRODUCE 

defines a number of IPR and transaction management strategies that can be applied to facilitate the 

formation and operation of multi-party ad hoc teams, which will undertake collaborative manufacturing 

missions (using the IPR Authoring Tool – Ricardian Toolkit). From the visualization perspective, the 

Agile Data Analytics and Visualization Suite is a tool which focus on analysis and storage of Big Data 

(Analysis of the feedback from the cMDFs potential users, trainees, user preferences about the 

products/services, market trends, datasheet and technical manual of equipment). Finally, the Digital 

FabLab Kit constitutes a toolkit which is responsible for digitizing existing knowledge and common 

practices in makerspaces. It mainly addresses two aspects: (1) Digitization of training content and (2) 

digitization of production processes. 

It is important to be mentioned in which time the user interacts with the IPR Authoring Tool. The 

Marketplace constitutes the starting point of a user in the OpIS platform. Through the Marketplace, a 

user will be able to navigate in all the components of the iPRODUCE platform. When a user is 

interested to create a new team in order to trigger the co-creation process, (s)he is able to use the 

Matchmaking and Agile Network Creation Tools so that a team will be defined by inviting SMEs / 

makerspaces / FabLabs. Each team which is created can co-design a lot of products based on the 

team’s preferences. In case the co-creation process has been started, all the involved users can 

modify a product by using the relevant tools (Generative Design Platform, AR/VR Tool). Each one of 

these tools has its properties and functionalities which are described in the corresponding deliverables 

(D5.3, D5.4). In the time of the submission of a new product, all the involved users have been 

informed about the new contract which defines their collaboration. A user will be able to navigate to 

his/her pending / accepted / rejected contracts by clicking a notification button or by navigating through 

the Marketplace to the corresponding page. In Section 5 IPR Authoring Tool Implementation, the User 

Interface of the IPR Authoring Tool is presented as well as all the functionalities of this tool are 

analyzed. 
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4. Blockchain technology 

Distributed ledger technology (DLT) has become a hot topic in a variety of industries in recent years, 

sparked by early interest in blockchain and then expanding into a more in-depth discussion of the 

underlying technology. DLT offers higher speed and efficiency, reimagined business models, more 

transparency, and higher confidence along the transaction value chain. In this section, a 

benchmarking study is presented by providing details about (1) the existed blockchain Frameworks, 

(2) the functionalities and the components of the blockchain contracts, (3) on how the Ricardian and 

the Smart contracts were created by using the initial blockchain contracts and finally (4) the analysis 

from the legal perspective. The results of this study are presented inside the following sections and 

conclude to these: 

 The EOS system is more suitable for the IPR and transaction methods which are introduced 

inside the iPRODUCE project, in contrast of the Ethereum 

 The Ricardian Contracts have a lot of benefits in order to be used as transaction method 

inside the iPRODUCE platform, instead of the Smart Contracts.  

4.1. Frameworks 

The blockchain is a tried-and-true technology that can be used in any situation. Blockchain-based 

applications are gaining popularity across the board. An evaluation of the two most useful blockchain 

frameworks can be found below. 

4.1.1. Ethereum 

Ethereum is the most frequently used development platform for smart contracts (section 4.2.1) and it 

may be thought of as a transaction-based state machine that starts with a starting state and 

incrementally performs transactions to turn it into certain end states. These are the final states that 

have been regarded as the canonical “version” in the universe of Ethereum.
2
 Unlike Bitcoin’s UTXO 

model, the idea of accounts is introduces in Ethereum. There are two types of accounts: 1) Externally 

Owned Accounts (EOAs) and 2) Contract Accounts. The difference is that the former is controlled by 

private keys with no associated code, but the latter is controlled by contract code that has an 

associated code. 

An EOA is the only way for users to start a transaction. Binary data (payload) and Ether can both be 

included in the transaction. A smart contract is generated when the recipient of a transaction is zero-

account 0. The account is activated and the corresponding code is executed in the local EVM if the 

receiver is a contract account (the payload is provided as input data). The transaction is sent to the 

blockchain network where it is verified by miners, as shown in the figure below. 

                                                 
2
 Ethereum Yellow Paper. (2018). [Online]. Available: https://ehtereum.github.io/yellowpaper/paper.pdf 
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Comparison EOS to Ethereum, the EOS system exceeds that the capabilities of Ethereum in some 

ways. Ethereum was developed and designed in a way where the system can only manage 15-20 

transactions per second. On the other hand, EOS was created to address the demand for large-scale 

decentralized applications. This means that the EOS system is designed to be scalable, fast, and 

flexible. On other blockchain networks, the lack of these features can act as a bottleneck, 

necessitating a unique solution in order to grow correctly.  

Parallel execution and an asynchronous network communication mechanism allow the EOS system to 

reach this level of scalability and flexibility. In order to achieve more efficiency, the system also 

isolates numerous modules, such as the authentication and execution processes.
5
 

By technical perspective, the EOS system (as its benefits indicate) is deemed suitable to be used 

inside the iPRODUCE project in order to execute transactions using its blockchain technology.  

4.2. Blockchain contracts 

In this section, the blockchain contracts are introduced. It is deemed necessary all the components of 

the blockchain contracts to be analysed in order to be known their architecture and their structure. In 

the following subsections, the meanings of the Smart and Ricardian Contracts are presented by 

providing a detailed analysis as well as a comparison methodology. Specifically, through this study, it 

is critical to end up the importance of the Ricardian Contracts under the umbrella of iPRODUCE 

project.  

Blockchains are ‘tamper evident’ and ‘tamper resistant’ digital ledgers implemented in a distributed 

manner (i.e., without a central repository) and usually without a central authority (i.e., a bank, company 

or government). At their most basic level, they allow a group of people to keep track of their 

transactions in a shared ledger within that community, so that in the normal operation of the 

blockchain network, no transaction, once published can be altered. The blockchain concept was 

integrated with other technologies and computer principles in 2008 to create modern cryptocurrencies: 

electronic cash protected by cryptographic processes rather than a central repository or authority.  

With the creation of the Bitcoin network in 2009, the first of several modern cryptocurrencies, this 

technology became well known. In Bitcoin, and similar systems, the transfer of digital information 

representing electronic money takes place in a distributed system. Users of Bitcoin can digitally sign 

and transfer their rights to this information to another user,  and the Bitcoin blockchain records this 

transfer in a public way so that other network members may independently verify the transactions' 

legitimacy. A distributed set of people maintains and manages the Bitcoin blockchain independently . 

This, along with cryptographic mechanisms, makes the blockchain resistant to attempts to alter the 

ledger after the fact (modify blocks or forge transactions). Blockchain technology has enabled the 

development of many cryptocurrency systems such as Bitcoin and Ethereum. For this reason, 

blockchain technology is often seen as tied to Bitcoin or possibly cryptocurrency solutions in general. 

However, the technology is available for a broader selection of applications and is being explored for a 

variety of industries. 

The complexity of blockchain technology, as well as its reliance on cryptographic primitives and 

distributed systems, makes it difficult to comprehend. However, each component can be easily 

described and used as a building block to understand the larger complex system. Blockchains can be 

informally defined as: 

                                                 
5
 https://academy.ivanontech.com/blog/smart-contract-platforms-eos-vs-ethereum-vs-rsk-vs-cardano 
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Blockchains are block-based distributed digital ledgers comprising cryptographically signed 

transactions. After validation and a consensus decision, each block is cryptographically linked to the 

one before it (making it tamper-proof). It becomes more difficult to change order blocks as new blocks 

are introduced (which increases tamper resistance). New blocks are propagated across the network's 

copies of the ledger, and any conflicts between blocks are automatically resolved according to 

specified rules. Distributed Ledger Technology (DLT) is a decentralized database that is administered 

by various people. 

Blockchain is a type of DLT in which transactions are recorded with an immutable cryptographic 

signature called a hash. 

The properties of Distributed Ledger Technology (DLT) are presented according the following scheme: 

 

Figure 4-2: The properties of Distributed Ledger Technology (DLT).
6
 

Although blockchain technology appears to be complex, it may be simplified by looking at each 

component separately. From a high level overview, blockchain technology uses well-known 

informatics mechanisms and cryptographic primitives (cryptographic hash functions, digital signatures, 

asymmetric cryptography) mixed with data storage concepts (such as append-only ledgers). In the 

following points, it is discussed each major component: cryptographic hash functions, transactions, 

asymmetric-key cryptography, addresses, ledgers, blocks and how blocks are chained together. 

Cryptographic Hash Functions 

The usage of cryptographic hash functions for many processes is a key aspect of blockchain 

technology. Hashing is a way of applying a cryptographic hash function to data in order to produce a 

somewhat unique output (called a message digest, or simply digest) for nearly any size input (e.g., a 

file, text, or image).It allows individuals to independently take input data, hash that data, and get the 

same result-proving that the data has not been altered. Even the tiniest modification in the input (such 

as a single bit) results in a completely different output digest.  

                                                 
6
 https://en.wikipedia.org/wiki/Blockchain 
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Cryptographic hash functions have these important security properties:  

1. They are preimage resistant. 

2. They are resistant to a second preimage. 

3. They are collision resistant. 

One particular cryptographic hash function used in many blockchain implementations is the Secure 

Hash Algorithm (SHA) with an output size of 256 bits (SHA-256). Many computers support this 

algorithm in hardware, allowing it to be computed quickly. SHA-256 has an output of 32 bytes (1 byte 

= 8 bits, 32 bytes = 256 bits), which is generally displayed as a 64-character hexadecimal string. 

Transactions 

A transaction represents an interaction between parties. For example, in cryptocurrencies, a 

transaction represents a transfer of cryptocurrency between users of the blockchain network. In 

business-to-business scenarios, a transaction could be a way of recording activity that take place on 

digital or physical assets. A blockchain block can have zero or more transactions in it. For some 

blockchain implementations, preserving the security of the blockchain network requires a steady 

supply of new blocks (even if there are no transactions); a constant supply of new blocks being 

published prevents malicious users from ever “catching up” and producing a longer, modified 

blockchain. 

The data that makes up a transaction may be different for each blockchain implementation, but the 

mechanism for the transaction is largely the same. Information is sent to the blockchain network by a 

user of the blockchain network. The information sent may include the sender’s address (or other 

relevant identifier), the sender’s public key, a digital signature, transaction inputs , and transaction 

outputs. 

A single cryptocurrency transaction usually necessitates at least the following information, but may 

include more: 

 Inputs – The inputs are typically a list of the digital assets to be transferred. The source of the 

digital asset is referenced in a transaction — either the previous transaction when it was 

provided to the sender, or the origination event in the case of fresh digital assets.  

 Outputs – The outputs are usually the accounts that are the recipients of the digital assets, 

along with the set of digital assets they will receive. 

Asymmetric-Key Cryptography 

Blockchain technology uses asymmetric-key cryptography (also called public key cryptography). 

Asymmetric-key cryptography uses a pair of keys: a public key and a private key that are 

mathematically linked. The public key is made public without compromising the process' security, but 

the private key must stay secret if the data's cryptographic protection is to be maintained. Even if there 

is a relationship between the two keys, the private key cannot be efficiently determined from 

knowledge of the public key. One can encrypt with a private key and then decrypt with the public key. 

Alternatively, one can encrypt with a public key and then decrypt with a private key.  

By offering a way to check the integrity and authenticity of transactions while allowing the transactions 

to remain public, asymmetric-key cryptography establishes a trust relationship between users who do 

not know or trust each other. To achieve this, the transactions are ‘digitally signed’. This means that a 

private key is used to encrypt a transaction in such a way that anyone with the public key can decrypt 

it. 
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The following points will introduce the use of asymmetric-key cryptography in many blockchain 

networks: 

 Private keys are used to digitally sign transactions. 

 Public keys are used to derive addresses. 

 Public keys are used to verify signatures generated with private keys.  

 Asymmetric-key cryptography makes it possible to verify that the user transferring value to 

another user is in possession of the private key that can sign the transaction. 

Addresses and Address Derivation 

Some blockchain networks utilize an address, which is a short alphanumeric string obtained from a 

cryptographic hash function and some additional data from the blockchain network user's public key 

(e.g., version number, checksums). Most blockchain implementations use addresses as the “to” and 

“from” endpoints in a transaction. Addresses are shorter than public keys and are not secret. One 

method of generating an address is to create a public key, apply a cryptographic hash function to it, 

and convert the hash to text: 

Public key → cryptographic hash function → address 

Each blockchain implementation may implement a different method for deriving an address. For 

permissionless blockchain networks, that allow anonymous account creation, a blockchain network 

user can generate as many asymmetric-key pairs, and thus addresses as desired, allowing varying 

degrees of pseudo-anonymity. Addresses can act as a public identifier for a user on a blockchain 

network, and often an and address is converted to a QR code for ease of use with mobile devices. 

Ledgers 

A ledger is a list of all the transactions that have occurred. Pen and paper ledgers have been used to 

record the transaction of commodities and services throughout history. In modern times, ledgers are 

stored digitally, frequently in huge databases administered on behalf of a community of users by a 

centralized, trusted third party (i.e., the owner of the ledger).  These centralized ownership ledgers can 

be deployed either centralized or distributed (i.e., single server or coordinating cluster of servers). 

Blocks 

Software is used by users of the blockchain network to submit candidate transactions to the 

blockchain network (desktop applications, smartphone applications, digital wallets, web services, etc.).  

These transactions are sent to a node or nodes within the blockchain network by the software. The 

selected nodes can be both non-publishing full nodes and publishing nodes. The submitted 

transactions are subsequently propagated to the rest of the network's nodes, but this does not 

guarantee that the transaction will be included to the blockchain.. In many blockchain 

implementations, once a pending transaction has been propagated to nodes, it must wait in a queue 

until it is added to the blockchain by a publishing node. 

When a publishing node publishes a block, transactions are added to the blockchain.  A block is made 

up of two parts: a block header and block data. The metadata for that block is contained in the block 

header. A list of approved and legitimate transactions made to the blockchain network is contained in 

the block data. Validity and authenticity are ensured by ensuring that the transactions are properly 

formed and that each of the digital asset providers in each transaction (specified in the transaction's 

"input" values) has cryptographically signed the transaction.  This verifies that the digital asset 

providers for a transaction had access to the private key with which to sign the available digital assets. 


















































































